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Box No. 1 Basis of the opinion 



1 . With regard to the language, this opinion has been established on the basis of the international application in 
the language in which it was filed, unless otherwise indicated under this item. 



□ This opinion has been established on the basis of a translation from the original language into the following 
language , which is the language of a translation furnished for the purposes of international search 
(under Rules 12.3 and 23.1(b)). 

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and 
necessary to the claimed invention, this opinion has been established on the basis of: 

a. type of material: 

□ a sequence listing 

□ table(s) related to the sequence listing 

b. format of material: 

□ in written format 

□ in computer readable form 

c. time of filing/furnishing: 

□ contained in the international application as filed. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority for the purposes of search. 

3. □ In addition, in the case that more than one version or copy of a sequence listing and/tor table relating thereto 

has been filed or furnished, the required statements that the information in the subsequent or additional 
copies is identical to that in the application as filed or does not go beyond the application as filed as 
appropriate, were furnished. 

4. Additional comments: 
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Box No. V Reasoned statement under Rule 43fc/s.1(a)(i) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 4-10, 12,13, 18-20, 22, 24-26, 29-33 

No: Claims 1-3, 11, 14-17, 21, 23, 27, 28, 34-36 

Inventive step (IS) Yes: Claims 8 

No: Claims 1-7,9-36 

Industrial applicability (!A) Yes: Claims 1-36 

No: Claims 

2. Citations and explanations 
see separate sheet 
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Re Item V. 

1 Reference is made to the following document: 

D1 : EP-A-1 21 5 844 (MATSUSHITA ELECTRIC INDUSTRIAL CO., LTD) 1 9 June 
2002 (2002-06-19) 

Claims 1 , 27 and 34 lack clarity (Art. 6 PCT) since the expression "to select ... at least 
one node encryption key as a selected node encryption key group" is confusing since a 
single key cannot represent a key group. 

Furthermore, the above-mentioned lack of clarity notwithstanding, the subject-matter of 
claim 1 is not new in the sense of Article 33(2) PCT, and therefore the criteria of Article 
33(1) PCT are not met. 

D1 discloses (see Fig. 2, 4 and 12, the references in parenthesis applying to this 
document) 

a content distribution server (1 201 ) that encrypts a content and distributes the encrypted 
content to content output apparatuses connected to the content distribution server via a 
network, each of the content output apparatuses (1202) decrypting the encrypted content 
and outputting the decrypted content, the content distribution server comprising: a key 
information storage unit (111) operable to hold a node encryption key group that is a set of 
node encryption keys which are previously assigned to the content output apparatuses 
using a predetermined key assignment method; an encryption key group selection unit 
(121 1) operable to select, from among the node encryption key group, at least one node 
encryption key as a selected node encryption key group; a content decryption key 
selection unit operable to generate an encrypted content decryption key group that 
includes at least one encrypted content decryption key (generated by 1 13) obtained by 
encrypting a previously given content decryption key using said at least one node 
encryption key in the selected node encryption key group; a content receiving unit operable 
to receive a content via the network; an encryption unit (114) operable to encrypt the 
content using a content encryption key which is previously given as a pair with the content 
decryption key; and a transmission unit operable to distribute the encrypted content and 
the encrypted content decryption key group to the content output apparatuses. 
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It should be noticed that the content encryption key is identical to the content decryption 
key since D1 mentions the Data Encryption Standard, see par. 0070. Furthermore each 
apparatus 1 ..16 is previously assigned a key IK1 ...IK16 and the node encryption keys are 
selected as a function of the invalidated reproducing device, see par. 108-109 and 112. 
As a consequence the subject-matter of claim 1 lacks novelty. 

A similar reasoning applies mutatis mutandis to the corresponding method claim 34 which 
therefore lacks novelty as well. 

The additional features of dependent claim 2 i.e. the selection of a terminal node key and 
a key which is not a terminal node key is also known from D1 , see passages mentioned 
above. 

The additional features of dependent claim 3 are also known from D1 . 
The features mentioned in dependent claims 4-7, 9 and 10 represent merely several 
straightforward possibilities from which the skilled person would select, in accordance with 
circumstances, without the exercise of inventive skill, in order to solve the problem posed. 
The claims 4-7 and 10 therefore lack an inventive step as defined by Art. 33(3) PCT. 

The subject-matter of independent claim 1 1 corresponds largely to claim 2 which therefore 
lacks novelty. The additional features of claims 14-16 are known from D1 whereas the 
features of claims 12 and 13 deal with obvious design measures the skilled person would 
adopt according to circumstances. 

Claim 17 lacks novelty over D1 taking into account that the second receiving unit (1221) 
receives the selected key list. A similar reasoning applies mutatis mutandis to the 
corresponding method claim 35 which therefore lacks novelty as well. Dependent claims 
18-20 represent obvious design measures. 

Claim 21 lacks novelty over D1 taking into account that the technical features of the claim 
are explicitly or implicitly implied by the key management device (1201) which combines 
the function of an encrypted content server and a key issuing center. 
A similar reasoning applies mutatis mutandis to the corresponding method claim 36 which 
therefore lacks novelty as well. 

The additional features of dependent claim 23 are known from D1 , whereas the additional 
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features of claims 22, 24-26 represent obvious design measures. 

Claim 27 defines a content distribution system basically combining a content output 
apparatus according to claim 17 and a content distribution server according to claim 1 . 
This combination is disclosed by D1 . As a consequence the subject-matter of claim 27 is 
not novel. 

Dependent claim 28 further combines the system of claim 27 with a key issuing center 
according to claim 21 . This combination as well is disclosed explicitly or implicitly by D1 . 
As a consequence the subject-matter of claim 28 is not novel. 

Claim 29-33 address programs to be used by a content distribution server, a content 
output apparatus, a key issuing center and a key assignment method or a computer 
readable recording medium for recording such a program. It is obvious that the systems to 
which the claims relate may be implemented by a program. As a consequence claims 29- 
33 lack an inventive step. 

The combination of the features of dependent claim 8 is neither known from, nor rendered 
obvious by, the available prior art since it increases the security and simplifies the key 
selection method of the prior art. 
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